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Lotus domino SSL Certificate installation steps:

1. Open Domino Server Certificate Administration (CERTSRV.NSF). This is in the System
Databases in the administration panel of Notes.

darnno
i Click on the steps below to create an 55L key ring and
Server Certificate populate it with certificates.

Administration 1. Create Key Ring

Create 2. Create Certificate Request
Key Rings &
Certificates

3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate Into Key Ring

Lo Miew
Certificate Hequest
Log You can also quickly create a key ring
F# with a self-certified certificate for testing purposes.

b Create Key Ring with Self-Certified Certificate
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2. Choose "Install Trusted Root Certificate into Key Ring". Enter the file name of the key
ring that was made when you created your CSR, then install the Trusted Root
Certificate (TrustedRoot.crt). You may get a message that the root certificate is already
installed as a trusted root. If you receive this message continue to step 3.

Install Trusted Root Certificate

Llze thiz form to inztall the Cerificate Autharity Trusted Root cerificate infa the zerver key ring. [ yvou haven't already
done so, first obtain the Cedificate Autharity Trusted Root cedificate by choosing “Accept This Authority In Your Serer”
frore the main menu of Cedificate Authority Web site. Note: Thiz @tep of installing the Certificate Authority Trusted
Foot cerificate into your server key ving iz recommended before installing cedificates signed by thiz Cerificate
Autharity indo the ey ring.

| Key Ring Information Guick Help

Kay Ring Fil= 'Fl:*untus'l.duminub'_lata1.1ilanarne.lc:yu Specity the key ring file.
Mame

l Cerlificate Information
Cerificate Label 7 4 The identifier vau'll zee far

thiz certificate when you
choose “View & Edit Key
Fing"fram the main menu,

Cerificate Source File The zource of the carificate
& Clipboard can be from a file or fram
the clipboard.

Cerlificate frorm

Clipboard:

Fa Faszte chipboard contents
into this field.

Maote: The pasted
cerificate must include the
"Begin Certificate” and "End
Cenrificate” linas.
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3. Again choose "Install Trusted Root Certificate into Key Ring". Enter the file name of
the key ring, then install your Intermediate Certificate(s). If your zip file includes
DigiCertCA2.crt, install that file first, and then install repeat this process and install
DigiCertCA.crt next to this same location. Otherwise, you only need to install the
DigiCertCA.crt file here.

Harnnvo

5 Click on the steps below to create an 55L key ring and
SET‘I.-'EI' CE‘[‘tIfICEItE populate it with certificates.

Administration 1. Create Key Ring,

Create 2. Create Certificate Request
Iéeyr !'lfings &
ertificates
3. Install Trusted Root Certificate into Key Ring

View & Edit
Key Rings 4. Install Certificate Into Key Ring

oo Miew
Certificate Request
Log You can also quickly create a key ring
F with a self-certified certificate for testing purposes.

Create Key Ring with Self-Certified Certificate
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4. This time choose "Install Certificate into Key Ring". Enter the file name of the Key
Ring, then install your Primary Certificate (your_domain_name.crt) using the "Merge
Certificate into Key Ring" button.

Install Certificate into Key Ring

The Cerdificate fAutharity will notite when vour zigned cedificats iz ready. The specifics depend an the Certificate
Authorite, but tepically vou will receive an e-mail specfang a URL where you can pick up the cerilicate. Ones you
have oblained the signed certificale, fthis form letz you install indo vour key ing. Note: Before installing this
coriicate, itz recommended that vou install the cermicate of the signing Certficate Suthonty in vour key ring az a
Trusted Hoot. lfvou haven't already done zo, chooze “Accept Thiz Audharity In Your Server” from the main menu ot
thie Cedificate duthority “Web zite 1o obtain the CA cedificate.

ey Ring Information Quick Help

ey Ring File g I:J'U otugldominoldatafilename.kyr g Specify the key ring file.

Marme

(ertificate Information

Cerificate Source © File The zource of the cerificate
# Clipboard can be fram & file or from

lhe chipboard.

Cerificate from

Clipboard:

T Pasle the clipboard
contents into this field.

Muote: The pasied
cerificate must include the
'‘Begin Cerricate” and "End
Catificate " lines.

Merge Cetificate into Key Ring |

Your SSL Certificate now installed to your Key Ring and it is ready for use on your Lotus
Domino Server.



