NR

www.jnrmr.com

Exchange Server 2007 SSL Certificate Installation Steps:

To install your newly acquired SSL certificate in Exchange 2007, first copy the
certificate file somewhere on the server and then follow these instructions:

1. Click on the Start menu, go to All Programs, then Microsoft Exchange Server 2007 and

click onExchange Management Shell.

2. Run the Import-ExchangeCertificate command below. Make sure to specify the path to
the certificate file you downloaded and remove any services that you will not be using.

Import-ExchangeCertificate -path c:\google.cer | Enable-ExchangeCertificate -Services

IMAP, POP, UM, IIS, SMTP

3. If you didn't receive any errors, then it should have installed correctly. Run the Get-
ExchangeCertificate command to verify that the certificate is enabled for the correct
services. If you aren't sure which thumprint it is, you can view the thumbprint of the
certificate you just installed by double-clicking it and looking for the thumbprint on the

details tab.

%Machine: WSD3R2EEEXCHLLS | Scope: contoso.com

[PS]1 C:~Documents and Settingszs“Administrator>Get—ExchangeCertificate

Thumbprint
BHEDHB96B?4B25F?EBFEBEEE3E56DHZH7EGFGEH7

rll .l aal'| ll.

646441697BGBHBEBD55B61GF855D21BBEDHEBE4F SIPU.
ECF6E?CYCFCA7?ECEAEAL E27SDCERE?AZ?A%A184 SIPUY
21F?F6CO792E3B5F1131 BEEBAB3 PABAEA?A41 766

Services

Subject

CH=serverfl .google.com, ...
N=test.com, O0=IT. O=D._.
CH=WSA3R2EEEX CHLCS
CH=wzA3r2eeexchlcs.cont...
CH=rootCA, DC=contoso, ...

[PS] C:sDocuments and Settingsz“~Administrator>Enabhle—ExchangeCertificate —-Service
= IMAP,. POP. UM, IIS, SHIP —thumbprint 3ACDAS?6BY4B25F7YEBF338C?3ES6DAZATRCFCAAT
[PS]1 C:s\Documents and Settings“Administrator*Get—-ExchangeCertificate

Thumbprint

BHEDHB96B?4B25F?EBFE38ﬂ93E56DHEH?6CFGEH? SIP.W

A1 DI 4480 AT

646441697BCBHBEBDEEBCiEFBEEDEiBEEDHEBE4F S..U.
ECF6E?CYCFCA7P8CEAEAL EZ7SDCERETAZ?AA184 5. .U,
21F?F6C?792E3B5F1131 BEEBAB3 PAAAEAYA41 766

[PS]1 C:xDocuments and Settings“Administrator>_

Services

Subject

CH=zerverdl .google.com,. ...
N=Cest.com, OO=IT., OU=D...
CH=WSA3R2EEEX CHLCS
CH=wzA3r2eeexchlcs.cont...
CM=rootCA, DC=contoso, ...
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If the certificate isn't enabled for the correct services (S=SMTP, I=IMAP, P=POP, U=Unified
Messaging, W=Web/IIS) you need to run the Enable-ExchangeCertificate command
below. You can copy the thumbprint from the output of the Get-ExchangeCertificate
command that you just ran.

Enable-ExchangeCertificate  -Services IMAP, POP, IS, SMTP -thumbprint
896B74B25F7EBF330C93E56DA2A76CFCE6A7

After running the Enable-ExchangeCertificate command, run the Get-ExchangeCertificate
command again to verify that the certificate is enabled for the correct services.



