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Server Certificate Installation steps:

To install the Server Certificate, complete the following steps:

Note: These steps are based on NSv9.1.

Step 1: Copy and paste the Server Certificate (including the BEGIN and END tags) into a text editor such as
Notepad and save it on your local computer.

To install the Server Certificate, complete the following steps:
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Save
----- END CERTIFICATE-=~1 MyNelwok | Saveastype: |TestDocuments (ta) K
Encoding: [ANS.I "I

File name: [selvel.oev VJ

Step 2: Use a program such as WinSCP (http://winscp.net) to copy the Server Certificate file from the Local
Computer to the NetScaler appliance. Certificate files are stored in the folder /nsconfig/ssl on the appliance.

Step 3: From the NetScaler GUI, select NetScaler > SSL > Certificates.


http://winscp.net/
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Step 4: From bottom of the NetScaler GUI, click Add.

NetScaler
Welcome nsroot@10.4.230 S(netscaler.entrust.com) Monitoring | Configuration |
2 {J Netscaler 10.4.230.5 'Ze-f{fu:aes .,
‘f 8 it Name ] Certificate filename Key filename
f W fletvc ns-server-certficate Insconfigfsslfns-server, cert [nsconfigjssljns-server key
& (Jows CA Cert - vpnlab.test Insconfigfssljca-vpnlab.test cer
= u B ns-root Jnsconfigfssiins-root.cert Insconfigfssljns-root.key
) Certiicates netscaler Jnsconfigissinetscaler.test. cert.cert Insconfigfssljnetscaler test.ce
) Cioher Groups netscaler-root nsconfigjsslinetscaler test.cert-roct.cet Jnsconfigjsslinetscaler best.ce
J® 104.225.27 Insconfiglsslf10.4.225.27.cert Insconfglsslf10.4.225.27 key
) Policies 10,4.2255 Irsconfigjsslf10.4.225.5.cert Insconfigfss|/10.4.225.5 key
* Q 5L Offload 10.4.225.20 Jnsconfigfssi/netscaler.entrust.com.cert.bxt Insconfigfssljnetscaler. entrust

Step 5: In the Install Certificate window, supply the following information:

e A Certificate-Key Pair Name.

e The Certificate File Name. Browse to the location of your Server Certificate file.

e The Private Key File Name. Browse to the location of the private key file that was used to create the
certificate signing request.

e Select PEM for the Certificate Format.

= Install Certificate @

Certificate-Key Pair Name* [citrixns.Iab.entrust.com I

‘Details

Certificate and key files are stored in the folder /nsconfigfsslf on appliance.

Certificate File Name* [Insconfig.l’ssl.fcitrixns.Iab.entrust.com.cer|] \,Q Browse (Appliance) = & | oo |

Private Key File Name !.fnsconfig.fssl.fcitrixns.Iab.entrust.com.keyI IQ] Browse (Appliance) ~ = oo I

Password l I

Certificate Format ~ (3) PEM () DER

Motify When Expires () Enable () Disable

Notification Period | |

<) Help <& Quick Link | Instal |[ Close J
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Step 6: Click Install to install the Server Certificate.
Step 7: Click Close to close the Install Certificate window.

Step 8: Find the Server Certificate just installed in the list of SSL Certificates. Right-click the certificate and
select Link.

NetScaler
Welcome nsroot@10.4,230.5({netscaler.entrust.com})
= ) NetScaler 10.4.230.5

& LJ st Mame | Certificate filename

LJ Network ns-server-certificate Insconfigfsslins-server.cert

Lj DNS ns-rook Insconfigfsslins-root.cert

= LJ S_SL netscaler Insconfigfsslfnetscaler.test.cert.cert
u Certificates netscaler-root Insconfigfssl/netscaler.test.cert-root. cert
__] Cipher Groups 10.4,225.5 Insconfig)sslf10.4.225.5.cert
D CRL citrixns.lab.entrust.com 1 Fiateclicitrixns.lab. entrust.com.cer
L] Policies Entrust 2048 g Add... ook.bxt

) s5L Offload Entrust L1C Chain ] Update... L 1C_chain.kxt

LJ AppExpert Entrust 1024 D Details... 1024root. bxt

) Compression Entrust L1E Chain TR L1E_chain.kxt

[a Integrated Caching Entrust Root Chain a Remove RootChain. kxt

[j Protection Features

® (@ HTML Injection #& Unlink i

# (@ Load Balancing (3 Copy Properties |

{8 aan - application Traffic

& @ Content Switching
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Step 9: Select the L1C Chain Certificate from the drop-down menu. If the L1C Chain Certificate is not in the list
of available CA Certificate Names, follow the instructions for L1C Chain Certificate Installation.

NetScaler
Monitoring | Configuration | Dashboa
= ) NetScaler 10.4.230.5 :
bt | Certficate fename | Key flename
A ns-server-certificate fnsconfigfsslfns-server.cert Insconfigfssiins-server key
@ (JoNs CA Cert - vpnlab.test Inscorfigfsslfca-vprlab.tast cer
@ @Isst ns-root Insconfigfsslins-root.cert Insconfigfssiins-root key
L) Certificates netscaler Insconfigissiinetscaler test.cert.cert Insconfigfssi/netscaler test.cert.key
5_‘] Cipher Groups netscaler-root Insconfig/ss|fnetscaler test.cert-root.cert nsconfigfsslinetscaler test.cert-root key
e 10.4.225.27 Insconfigiss|f10.4.225.27.cert {nsconfigfsslf10.4,225.27 key
[ Policies 10.4.225.5 Insconfigisslf10.4.225.5.cert Insconfigfsslf10.4.225.5 key
® LJ SSL Offload 10.4.225.20 Insconfigfssiinetscaler .entrust.com.cert.txt Insconfigfssi/netscaler. entrust.com.key
® ) AppExpert citrixns. lab. entrust.com [nsconfig/sslfserver.txt [nsconfigfssifcitrixns.lab.entrust.com
i+ LJ Compression Entrust 2048 Insconhglssl)‘root.txt
@ (@ Integrated Caching Entrust L1C Chain InsconfigfssifL1C_chain.txt
® ) Protection Features
# (g HTML Injection -
@ () Load Balancing |- Link Server Certificate(s)
@ (i) AAA - Application Traffic
# 1 Content Switching
@ (ﬂ Cache Redirection CA Certificate Name L1C Chain
® ‘a GSLB ————|ns-root
i+ @ Rewrite < Help netscaler
# (@) Responder netscaler-root
i+ LJ Access Gateway
@ () Application Firewal

Note: For Extended Validation (EV) certificates, link the Server Certificate to the L1E Chain Certificate instead of
the L1C.

ﬂ;’»} Link Server Certificate(s) w

CA Certificate Name [Entrust L1E Chain v]

@) Help [ ok || Close I

If the L1E Chain Certificate is not in the list of available CA Certificate Names, follow the instructions for EV Chain
Certificate Installation.



http://www.entrust.net/knowledge-base/technote.cfm?tn=8184
http://www.entrust.net/knowledge-base/technote.cfm?tn=8186
http://www.entrust.net/knowledge-base/technote.cfm?tn=8186
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Step 10: Click OK to link the certificates. You should see a dialog box confirming that the certificates were linked

successfully. Click OK.

,Li nk Certificate(s) @

(: ) Successfully Linked:
& citrixns.lab.entrust.com

o]

Step 11: Verify the certificate links by clicking Cert Links at the bottom of the NetScaler GUI. If the L1C Chain
Certificate is not linked to the issuing CA, follow the instructions for L1C Chain Certificate Installation.

| Certificate Links ET
Cert M Issuer CAiName
netscaler netscaler-root
citrixns.lab.entrust.com Entrust L1C Chain
Entrust L1C Chain Entrust 2048

re: 3497

.Ixt  Format: PER

| Remove <§ Link... &2 Unink |2 Cert Links... |

Step 12: The Server Certificate is ready to be bound to an SSL Virtual Server within the NetScaler. From the
NetScaler GUI, select NetScaler / Access Gateway / Virtual Servers.


http://www.entrust.net/knowledge-base/technote.cfm?tn=8184
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Step 13: From the Certificates tab, select the Server Certificate from the list of Available certificates.
Click Add to add the certificate to the Configured list.

NetScaler
Monitoring | Configuration | Dashboard | Reportin
Settings
= {J Netscaler 10.4.230.5 | \
@ ) System |
@ ) Network
@ (Jons
@ ssL @
@ () SSL Offload s J
@ ) AppExpert
@ () Compression ]
@ @ Integrated Caching :
& () Protoction Festures Wserver Range [ ] Max sers [0 |
@ @ HTML Injection [ Down state flush
% @ Load Balancing g 5 =
@ @ AAA - Applcation Traffic Certificates |, Authentication | Bookmarks | Policies | \ IPs | Published Applications |
& (@ Content Switching Parameters... Cighers...
@ (@) Cache Redrection BT 2 J[ J
@ (@ Gse ~Available - ‘Configured
# (@ Rowrke | Certificates | Certicates ** | Type | CRL Mandatory
# (@) Responder | ns-server-certificate citrixns.lab.entr... Server Certficate
=0 ‘_5"“5‘*”"‘/ CA Cert - vpniab test
L) Global Settings Evo0r [8dd 5]
L) Groups ' netscaler-root Add a5 CA >
) Users 10.4.225.27
@ ) Policies 110.4.225.5
@ () Resources 10.4.225.20
& @ Applcation Firewall citrixns.lab. entrust..com Instal...
| Entrust 2048
Entrust L1C Chain
P - To bind a Certificate to Access Gateway Virtual Server, select a certificate on the left and click 'Add'. To bind a Certificate to Access =
W:M Gateway Virtual Server as CA, select a certificate on the left and click "Add as CA'", To configure SSL parameters, chck 'SSL
1P Addr 10 Parameters’, To configure cphers, chick 'Ciphers', o
() ) Feature is disabled.
Erer— Do (] o |

Step 14: Click OK and save the configuration.



