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Import the AD FS Certificate to the AD FS Proxy Server

Login to the AD FS Proxy server with an Administrator account.

1. Open the Start Screen

Administrator &

2. Type MMC
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3. Openthe MMC

Search

A p p S Results for "mmc "

e Inkemmet Exploner




4., MMC opens
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5. Click File

@ File Action View Favorites Window Help L= [# ]
e (m = 8o
| Console Roct Name | Actions
There are no items to show in this view, m
More Actions »
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6. Click Add/Remove Snap-in

@ Console1 - [Console Root] =] |
@ File Action View Favortes Window Help L-lo]x=]

fou can select snep-ns for this conscle from those avadable on your computer and configure the selected set of snap-ins. For 5 =
extersible enap-ng, you can configure which extensions are enablad. ; »

Selacted snap-ns:
Vendor [ Console Root

. Microsoft Cor...

|

7. Select Certificates
8. Click Add>
9. Select Computer Account
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10. Click Next
& Console1 - [Console Root] =1 S
@ File Action View Favorites Window Help [=]=]x
NG
] Cansele

11. Select Local Computer
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12. Click Finish
‘@ Console1 - [Console Root] =aj{CTg
B File Action View Favorites Windew Help ===

b¥ snap-ine. For
Salact the computer you want this snan-n lo manages. »
T mep v g Extesors..
(®) Local computer: #he compuber this consols is running on)
Remove
() Anather computer; | |
[ Ao the sslected computer ba ba changad when launching from the commansd bne. This Mawve LUp
orly apples F you save the console.
M Diawr
& computer,
| o || conce
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13. Click OK
= Console1 - [Console Root] = [L= ]

@ File Action View Favorites Window Help |E 16

You can sslect snap-ins For this console fram those svalable on your computer and configune the selected set of snag-ins. Far -
extensble snap-ns, you can configure which extensions are enabled. . ¥

Selected snap-ns:

[Z Conscle Root Edbt Extermsons. .,

(¥ Certificates (Local Computer)

Remove

[d]Event viewer
" Falder
L Growp Policy Object ...

(@Intemet Informatio... Microsoft Cor...
TP Seuity Monitor Macrosaft Cor..,
Deserpbion:
The Certificabes snap-n allows. you to browse the contents of the certificate stores for yourself, a service, or a computer,

[ o || coned |

14. Expand Certificates
15. Expand Personal
16. Right Click Certificates
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17. Select Import

e a0l ez B

| Consele Root Object Type
4 [gf Certificates (Local Comy

There are no Bems W show in this view,

Find Centificates... |
Al Tasks Fid Comtificaing

Viow | Request New Certificate...
Mew Window from Here Impert..

| Mew Taskpad View... Advanced Operations
.H.lﬁtih

Export List...

o

dd a cestificate bo & store

18. Select Local Machine
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19. Click Next

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust ksts, and certificate revocation
ists from your disk to & certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contans nformation used to protect data or to establish secure network
connections. A certificate store is the system area where certificates are kept,

Store Locaton
I Current User
(®) Local Machine

To continue, cick Next.

20. Browse to the Exported Certificate
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21. Click Next

File name:

C:mwﬂhnmmgﬂﬂﬁhmﬂ.mﬁull Browse.., |

Mote: More than one certificate can be stored in a single file in the following formats:
Personal Information Exchange- PXCS =12 (FFX,.F13)
Cryplographic Message Syntax Standard- PKCS 27 Certificates (.P78)
Microsaft Seriskized Certificate Store (,55T)

22. Enter Password
23. Mark the key as exportable



24. Click Next

Priwate key pratection
To maintain security, the private key was protected with a password,

Type the password for the private key,

Password:

|sesnsasses

[ Desplay Password

Import opbons:

[ ] Enable strong private key protecton. You will be prompted every time the
private key i used by an application if vou enable this aption,

[+ Mark this key as exportable. This wil allow you to badk up or transport your
keys at a later tme.

[w# Inchude all extended propertes.

Learn more about protecting private kevs

25. Place in the Personal certificate store
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26. Click Next

Certificate Store
Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specdify a location for
the certificate.

() Automatieally select the certificate store based on the type of certificate
®) Place al certficates in the following store

Certificate store:
| ersonal || Browse...
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27. Click Finish

Completing the Certificate Import Wizard

The certificate will be imported after you didk Finish.

You have specified the following sattings:

Certificate Store Selected by User lz-F2E]
PFX
C:\uisers\Administrator \Deskiopynad office 3655uppo

28. Successful

o The import was successful.

[oc ]

Assign the Imported Certificate:

Now that we have the third-party certificate imported on the server, we need to assign and
bind it to the default website (HTTPS port 443).

1. Open Server Manager
2. Click Tools
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Click Internet Information Services (IIS) Manager
Expand the local server

Expand Sites
Select Default Web Site
Click Bindings (actions pane)

@ » PROT » Sites b Default WebSite »

rYYEICIT) &) Default Web Site Home B Gplen
' Start Page . Edit Permmissions...
4 93 PRI inistrator) Filter: = W Go - (g Show All | Group by: 5 — =
L Apphication Poolz ASPNET PP i
4] Sites i +
b 4 Default Web Sae & < @ ?, IE1= [ Basic Settings..
MET MET MET Esrar MET MET Prafile View Applications
Authorzat.. Compilstion Pages  Globalizstion View Virtual Directories
OO R E B e o
JMET Fiobes  MET Trust  MET Users  Applicstion Connection ¥ Restart
Levels Settings Strings P Start
= C B Sep
- I‘a b EI || Browse Website
Machine Key Pagesand  Prowiders  Session State SMTP E-mal "
b [@] Browse %80 (http)
Advanced Settings...
143 A
5 Configure
d @ o B @& Lt
Authentic.. Compression  Default Directory  Error Pages B Help
Document  Browsing B Online Help
—— L s - e
[ Features View | Cantent View
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8. Click Add
L Internet Information Services (IIS) Manager ==
@ () [@ » PROT » Sites » DefauiWebSite » R

File View Help

Type  HostName Port  IP Address Binding Informa... Add... I

http 80

Edit..

Remave

l Brewse

Document  Browsing

- W,

[ Fesres v ] Conent e

9. Change the type to HTTPS
10. Select your certificate from the drop-down menu.
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11. Click OK

@—@ |ﬂ:m;su-pwmmp - : . BN e-

[itps v | [AilUnassigned
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12. Click Close

b Internet Information Services (IiS) Manager =la| x|
@_FE\ |‘lm1b5ilulwiurlw¢$ﬂlb |Ex’};ﬂv

File Wiew Help

1P Address Binding Infarma...
| Rermove
Browse
' @
Ready 9.

13. Close IS Manager

Now that our certificates are taken care of.



